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Ransomware Hacks Targeting Medical Info
Imagine turning on your office
computer one morning and
seeing on your screen a warning
that all of your files have been
“encrypted” and in order to gain
access you must pay a ransom,
usually in the form of a crypto
currency such as Bitcoin. This is
known as a “Ransomware” hack
and is occurring on a global scale
with increasing frequency.

themselves especially targeted
victims of these attacks precisely
for these reasons. And
unfortunately many have no
alternative but to make payment

able to reconstruct their files and
not have to pay the ransom.
However, this may lead to
retaliation by the hacker who
may then publish the files on the
internet and thus compromising
their patients’ identities and
healthcare information.
Ransomware attacks rose
fourfold from 2015 to 2016, with
the amount of money paid to
hackers reaching $1 billion,
according to the FBI.

Obviously, this is extremely
disruptive to any business or
entity. Now imagine you are a
hospital, doctor’s office or other
medical provider and not only
need immediate access to
patient’s healthcare information
but this attack has compromised
sensitive and legally protected
information.

Hackers encrypt vital files
and demand payment in

Medical providers have found

Some victims, who have adequate
back-up systems in place, may be

order to regain access
to regain access to their files.

SMP volunteers and staff should
alert beneficiaries to the growing
threat of ransomware attacks
and remind Medicare recipients
that they should always review
their “Medicare Summary
Notices” or “Explanation of
Benefits” to detect any
fraudulent or abusive activity.
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Louisiana Health Care Fraud Conviction Result of SMP Involvement
A New Orleans woman was sentenced to serve ten months in federal prison and pay $100,000 in restitution
as well as forfeit an additional $100,000 for her involvement in a Medicare fraud case that dates back to 2013.
SMP was involved in alerting authorities to possible fraudulent activity in this case that eventually led to her
conviction and sentence. This is a good example of how detecting and reporting possible Medicare fraud can
lead to stopping criminal activity. Continue to spread the message of Protect, Detect and Report to
beneficiaries, their families and their caregivers.

Read about the case here
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Mississippi Volunteer
Ken Patterson at the
8th Annual NE MS
Conference on Aging

Louisiana Volunteers
Damona Guillera and
Susan Jordan with
SMP Volunteer Coordinator
Sunny Lawless at the
Livingston SALT Expo

Florida Volunteers
Billy Lewis, Janet Jackson
with Outreach Specialist
Shawn Windless
and Volunteer
Pat Crenshaw at the
Jacksonville Senior Expo
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We appreciate all of our
Florida Volunteer
Marcelo Rojas at the
Successful Aging Expo

Volunteers and want you to
know that you are a vital
part of our mission.

Ask
beneficiaries

Visit Our New Website

to
“Like” us on
Facebook

Go to our website for

We Need Photos

the latest events, news
and scam alerts.

Click for Website

Get “action” shots and try to
avoid identifying views of bene’s
faces.

Follow us on Facebook.

VOLUNTEER SPOTLIGHT
JUDY HERUBIN

Have someone take a photo of
you at SMP events and send the
photo to khavins@eqhs.org.

WISCONSI N

This fall Judy will complete an item on
her bucket list when she visits Montana.
She will have traveled to all 50 states.

Wisconsin volunteer Judy Herubin was searching for volunteering
opportunities when she came across SMP. The self-described people person loves giving presentations to beneficiaries. After climbing the corporate ladder with Xerox, a media company and in the
banking industry Judy now enjoys visiting her son and daughter-inlaw in New York City and of course going to Packers games when
the temps are around ZERO. She claims supporting the Packers is
“worth freezing”. Once when Judy lived in Colorado she met John
Denver in appropriately enough, the Denver Airport. It was a real
“Rocky Mountain High”.

Senior Medicare Patrol

Facebook

Help us spread the word about SMP.

Florida

Like us on Facebook and subscribe to our

Louisiana

YouTube channel.

Mississippi
Wisconsin

Senior Medicare Patrol Youtube
Empowering Seniors To Prevent
Healthcare Fraud
www.stopmedicarefraud.org

Thank you Volunteers
Mississippi Volunteer
George Pettey
at the
Pontotoc County
TRIAD
Senior Health Fair

